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Asset Criticality

The Asset Criticality feature in Crowdstrike allows users to track the relative importance of the
assets in their environment. This guide describes the value of assigning criticality, various processes

for assigning asset criticality, and how users can use that information to enrich Crowdstrike data.

Why Asset Criticality?

Unfortunately there will never be enough hours in the day to address every threat and vulnerability.
This makes prioritization important, as users should be spending their time addressing the most
serious threats on the most critical systems. This is where Asset Criticality comes in, allowing users
to use knowledge about their own managed systems to determine which ones should be
prioritized.

For instance, a Remote Code Execution vulnerability on two identical servers may be much more of
a threat on a server storing Protected Health Information or one exposed directly to the Internet.
Asset Criticality allows users to account for these types of details so they can quickly assess risk
when time is of the essence.

There are four different criticality statuses that can be applied:

Unassigned: All assets are unassigned until they're assigned a criticality level
Noncritical: Most typical assets are noncritical (eg staff workstations)

High: Important assets such as servers or domain controllers

Critical: The most important assets such as internet-exposed assets or a central server
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Assigning Asset Criticality Manually

Asset Criticality can be assigned manually or via defined rules. To manually assign, first go to
Exposure Management>Managed Assets (note criticality can also be manually assigned to
unmanaged and unsupported assets, which may be useful when reviewing assets before they are
added to Crowdstrike. This guide will focus on assigning criticality to managed assets, but the

process is essentially the same).

To categorize a single asset, locate the asset in the list and select the action menu by clicking the
three dots in the ‘Action column’. You can also click the asset to select and find the ‘Actions’ menu

in the details view on the right side

Hostname £ | 1P address history s ¢ 0S version o jant o & ast seen > ctions  Asset information Full details  >[]

ANDROID-19 ass. 1020116 nassigned Windows QEMU Apr. 26 : ELEE-WT1-VM1
ows | Workstatior

CHICHI 3eec 5. 102012 nassigned Windows 10 QEMU
Status

ELEE-WI1-VM1 dfed7fob91d24d0af8142.. 172304873 Microsoft Corporation el [VELELELN Offline

ELEE-W11-VM2 9045 089 72. Unassigne Windows cre poratior or. 16, 2 2:21:32 : Asset criticality level is Unassigned 7 Ass

@ Iinternet exposure: [N

Findings powered by '8: EASM

PSULLIVAN-TEST 2b6 192. u LENOVO

TURL LTON 51.. 103013 QEMU pr. 29, : Qs in RFM and up to date

(V] n is not in EOS
WINTARM_VM 5784 37, 1921681241 nassignec Windows VMware, Inc

Details

CrowdStrike ELEE-W1T-VM1 Unassigned

dfed7fob91d24d0taf81.. 172304873 128109.64.96

This will open a window where users can set the criticality level and add an optional note to track

the reason for assignment.

Assign asset criticality

Manually assign a criticality to your selected assets

D) Critical High +
© High
D Noncritical Indicates an asset is of high importance to your
Unassigned () organization

Workstation stores and processes PHIJ

Assign asset criticality
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Up to 100 assets at once can be categorized by clicking the check box on the left and selecting

‘Assign asset criticality’.

4of 7selected @ Sele em sul S (® Assign asset criticality & Override attributes - X Clear

B Hostname I s s 1w : = iy S S Usis e 4 . Asset information Fulldetails 0]

ANDROID-19 581fcad bl Unassigned v QEMU Apr 59:30 : ELEE-W11-VM1 =

Actions

CHICHI 3e 102012 Unassigned Windows 10 QEMU
Status

ELEE-WIT-VM1 .. 172304873 Unassigned Windows 11 Microsoft Corporation , 2026 10:04:52 H Managed " Offline

ELEE-W11-VM2 8974abb82f16. Unassigned Windows 11 Microsoft Corporation Apr. 16, 202 32 H Asset criticality level is Unassigned +r Assig

@ internet exposure: [N

Findings powered by 8 EASM

PSULLIVAN-TEST- 2b6160 3 92 Unassigned Windows 11 LENOVO

Un: ; v QEMU 57 5 (x] in RFM and up to date
not in EOS

WINTL_ARM_VM 784 05644168237 Unassigned Windows 11 VMware, Inc.

Asset Criticality Rules

For larger scale deployments Crowdstrike can automatically set Asset Criticality based on user-
created rules. These rules are configured based on factors including hardware, OS versions,

Organizational Unit, or assets with specific applications installed.

Go to Exposure Management>Setup>Asset Criticality Rules. Start by creating a new rule.

Asset criticality rules 0 items

Criticality rule v Rule status v Criticality v Ruletype v  Last modifiedby v  Last modified v  Created by v Add/remove filters + Create criticality rule

Created within v Evaluation state v Lastrun v

Prec... ~ Criticality rule o Rule status Estimated | Actual Match... Criticality Rule type ; Last modi.. £ Created by & Last run

No criticality rules yet

Create criticality rule

0 results Items per page 20 v
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Name the rule and start applying filters to narrow the scope until it fits your needs. In this example
assets running Windows Server OS will be set to ‘High’. This rule will only categorize assets that

have not been manually assigned, preventing rules from overwriting any review work that has
already been completed.

Create criticality rule

This rule will not apply to any matching assets that have a manually assigned criticality level

Windows Server Rulé (O]

Apply filters ®

Hostname v  AssetID v  IPaddress history v MACaddress v  Organizational unit v Add/remove filters + Clear all
Tags v  Active Directory domain v Platform v | OSversion: 3applied X

Device type v
Application v Version v Vendor v  Firstseen v  Category v Add/remove filters +

Suspicious application v

© Critical High
O High

Nongcritical Indicates an asset is of high importance to your organization

Once rules have been created they can be edited, disabled, or moved up or down in precedece.
Since assets can only have one criticality level assigned, assets that fit more than one criticality

rule will be assigned criticality based on the highest precedence rule that applies.

Asset criticality rules 2 items

Criticality rule v Rulestatus v Criticality v Ruletype v Lastmodifiedby v Lastmodified v Createdby v  Createdwithin v Evaluationstate v Lastrun v Addjremove fifters -+ TP RI  Create criticality rule

stimated | Actual Match.

Critical Custom rpr. 29, 2.

tems per page 20 v
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Using Asset Criticality

Once Asset Criticality has been set on your assets this information can be used to enrich data in other
areas of Crowdstrike including Exposure Management, Dashboards, and Reports. One recommended
use for this information is within Vulnerability Management. Using the ‘Asset Criticality’ filter along with
other VM filters allow users to quickly highlight issues on the most important assets in their
environment. Here’s an example of using VM filters to show critical alerts on assets marked as critical:

6 vulnerabilities found on 3 vulnerability IDs View network rescans [%

Open vulnerabilities® v I Asset confidence : 1excluded X Asset criticality : Critical CVSS severity : Critical Exploit status v  ExPRT rating v  Hostname v  Organizational unit v

| Suppression status : 1applied Tags v  Vendor & product v

Vulnerability ID ExPRT rating | cvss severity |  Description Vulnerabilities

CVE-2026-6919 ® Medium Critical Use after free in DevTools in Google ...
CVE-2026-6296 ® Medium Critical CVE-2026-6296 is a Heap Buffer Ove...

CVE-2026-6920 Critical Out of bounds read in GPU in Google ...
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