Hello -

Crowdstrike has created dashboards in the console that are designed to identify hosts still impacted by
the widespread crashing issue on Windows hosts. This message briefly walks through how to access
and interpret the information provided in these dashboards.

1. Access the dashboard, either via this link or by following the instructions below:
a. Log into the Crowdstrike console, then go to Next-Gen SIEM>Dashboards (under ‘Log
Management’).
b. Find and click the ‘hosts possibly impacted by windows crashes granular status’ dashboard
(*hosts possibly impacted by windows crashes’ provides similar info but does not include the
same level of visibility)
2. Select your CID (Organization Name) and aidsubset (choose *). You can also search for a particular
status, for instance to find all hosts Crowdstrike is detecting as ‘DOWN'.

Note: it can take a few seconds for the CID option to load, so if you see ‘no suggestions available’
wait for the load to complete.
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sid ComputerNeme  Status  Code  LastSeen CPlesion  MaCPersion  TowlSHB  LastscenDetta  Defals
[ El - 10 04-52:05 UTC 26 7 o 3dien Endpoint received chamel file during impacted window, but endpoint nas NOT checked-in after impact win
z EZE - 22003 2 27 o 3a10n Engpoint received channel file during impacted window, but endpoint nas NOT checked-in ofter impact win
3 IEZl o 20240719 05:00:45 uTC 2 27 o 3a10n Engpoint received channel file during impacted window, but endpoint nas NOT checked-in ofter impact win
4 m 10 2024-07-19 @4:54:16 UTC 76 27 o 3dien Endpoint received channel file during impacted window, but endpaint has NOT checked-in after impact win|
5 ISl o 2000190525005 utc 26 7 o 30100 Endpoint received channel file during impacted window, but endpoint has NOT checked-in after impact win
5 EEl o 22019045629 utc 26 2 o 3dien Endpoint received channel file during impacted window, but endpoint has NOT cheeked-in after impact win
7 EXl - 2xoesieuc 2 7 o 3a1en Endpoint received channel file during impacted window, but endpoint has NOT checked-in after impact win
s EDl o 200019 025220 utc 2 7 o 3a1en Endpoint received channel file during impacted window, but endpolnt has NOT checked-in after impact win
9 m 1@ 19 04:41:27 UTC 26 7 o 3dion Endpoint received channel file during impacted window, but endpoint has NOT checked-in after impact win
10 El - 04:55:00 UTC 2% 27 a 30100 Endpoint recetved channel file during impacted window, but endpoint has NOT checked-in after impact win
1 m 1 5:26:02 UTC 25 7 @ 3don Endpoint received chamnel file during impacted window, but endpoint has NOT checked-in after impact win|
12 m 18 2024-67-19 05:05:02 UTC 76 27 @ 3dien Endpoint received chanmel file during impacted window, but endpoint nas NOT checked-in after impact win|
13 EZl - 2wor-9eesizsuc 26 27 o 3a10n Endpoint received channel file during impacted window, but endpoint has NOT checked-in after impact win
1 m 18 2024-87-19 04:52:45 UTC 26 7 o 3den Endpoint received channel file during impacted window, but endpoint has NOT checked-in after impact win|

15 EZE o 2oxo0s7uc 26 7 o saion Endpotnt received channel file during impacted window, but endpoint has NOT checked-in ofter tmpact win |
| »

3. The dashboard will generate a report of ‘Impacted sensors by aid subset’, showing assets that meet the criteria
you defined above. They also provide a report on ‘Hosts in potential boot loop’ which shows hosts that may not be
able to start up successfully, which may be related to these assets being impacted by this issue.

Hosts in potential boot loop

cd aid ComputerName Productype  LastHeartbeatTime LastBootTime t nline LestOnlineDuration  TimeSinceLastHeartbeat

g Desktop Mon Jul 22 @0:03:54 UTC 2024  Mon Jul 22 ©0:00-03 UTC 2024 1 1 3 15n36m
z Desktop Mon Jul 27 14:12:40 UTC 2024  Mon Jul 22 14:12:37 UTC 2024 1 3 3s 1nz7m
3 Desktop Mon Jul 22 12:50:20 UTC 2024  Mon Jul 22 12:46:50 UTC 2024 1 52 3m 2naom
4 Mon Jul 22 11:44:15 UTC 2024  Mon Jul 22 11:35:00 UTC 2024 1 om 3h55m
5 Desktop Fri Jul 10 21:45:11 UTC 2024  Fri Jul 19 21:41:53 UTC 2024 z 3 m 24170
6 Desktop Mon Jul 22 13:16:55 UTC 2024  Mon Jul 22 13:16:44 UTC 2024 1 8 11s 2n23m
7 Desktop Fri Jul 19 @4:51:35 UTC 2024  Fri Jul 19 @4:58:45 UTC 2024 1 28 495 3dlen
8 Desktop Fri Jul 19 ©4:55:24 UTC 2024  Fri Jul 19 @4:50:12 UTC 202¢ 1 22 sm 3dien
9 . = Fri Jul 19 ©5:10:52 UTC 2024  Fri Jul 19 5:19°31 UTC 2024 2 3 2es 3dien
10 Desktop Fri Jul 19 @4:37:19 UTC 2024  Fri Jul 19 @4:37:12 UTC 2024 1 w0 7 3dlth

- Fri Jul 19 €5:07:2@ UTC 2024  Fri Jul 19 @5:04:42 UTC 2024 1 8 3dien
12 Desktop Fri Jul 10 @4:58:15 UTC 2024  Fri Jul 19 @4:58:00 UTC 2024 1 E 3d1en

Desktop Fri Jul 19 21:25:47 UTC 2024  Fri Jul 19 21:22:34 UTC 2024 1 1 3m 2d18h
1 Desktop Fri Jul 19 @5:28:22 UTC 2024  Fri Jul 19 @5:28:24 UTC 2024 2 4 - 3d1en

15 Desktop Mon Jul 22 15:16:55 UTC 2024  Mon Jul 22 15:16:32 UTC 2024 3 1 Bs 23m7s




Status Information

‘DOWN'’ is a high confidence assessment that an asset is still impacted, ‘OK’ is a high confidence assessment
that the machine was not impacted or has been remediated, and the other statuses are low or medium
confidence assessments based on the available data. Here is a full breakdown of the available status
definitions:

o DOWN: a high confidence assessment where remediation is likely to be required
o Endpoint has channel file version of 0 and has not checked-in after impact window.
o Endpoint received the channel file during impact window, but endpoint has NOT checked-in after
impact window.

e VERIFY: a low to medium confidence assessment
o Endpoint received the channel file during impact window and has checked-in after impact window.

o RECOVERY_LIKELY: a medium confidence assessment
o Endpoint received channel file during impact window and has checked-in after impact window with

a total reported uptime of 5-10 hours.

e RECOVERY_VERY_LIKELY: a medium to high confidence assessment
o Endpoint received channel file during impact window and has checked-in after impact window a
total reported uptime of 10-20 hours.

o UNKNOWN: there is not enough available data to form an assessment
o Cannot determine endpoint status based on available telemetry.

e OK: a high confidence assessment
o Endpoint running version of Falcon sensor that is not impacted.
o Endpoint has the latest channel file and is operational.
o Endpoint was offline and did not receive the channel file during impact window.
o Endpoint was online and did not receive the channel file during impact window.

For additional information, please reference this support article released by Crowdstrike (no login required).





